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ABSTRACT ARTICLE HISTORY
This paper presents a strategic framework for librarians to ethi- Received September 2024
cally experiment with Al technologies, emphasizing data privacy ~ Accepted December 2024
and compliance. Developed through a consulting project, it KEYWORDS
categorizes library tasks based on frequency and data sharing Academic libraries; Al policy;
needs, resulting in four Al experimentation strategies: Proactive Artificial Intelligence (Al)
Optimization, Controlled Experimentation, Opportunistic technologies;
Experimentation, and Conservative Approach. Practical exam- experimentations;

ples, like Al-assisted reference services for entrepreneurs, illus- Monitoring & Evaluation
trate responsible experimentation without sensitive data (M&E); Public libraries
sharing. The framework recommends documenting outcomes

for evaluations and integrating Monitoring & Evaluation (M&E)

to align Al experiments with library objectives, ensuring Al's

ethical and effective use in enhancing library services. This

article suggests that to enhance the practical implementation

of the proposed Al experimentation framework and policy in

libraries, it is crucial to help librarians become familiar with

identifying sensitive data, converting real data into synthetic

data, and understanding the implications of sharing information

with commercial large language model (LLM) service providers.

It highlights the need for foundational training on data privacy,

ethical Al practices, and risk assessment, offering solutions such

as checklists, training programs, and knowledge-sharing plat-

forms to empower library professionals.

Introduction

Libraries, both academic and public, have become essential resources for busi-
nesses, offering a range of support services for instance, market research assis-
tance, business references, entrepreneurship skills development programs,
access to market research tools, instruction guides, technology-related programs
etc (Gupta 2024a;, 2024b; Gupta and Gupta 2023b; Gupta and Rubalcaba 2022).
Through collaboration with other libraries and innovation partners, they
enhance their role as vital knowledge hubs for entrepreneurs. Libraries must
keep pace with the evolving technological landscape, for instance, Artificial
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Intelligence (AI), to innovate their services and provide essential information
guides for patrons, enabling them to leverage emerging technologies in their
entrepreneurial journeys. This requires libraries to first understand the func-
tional capabilities and limitations of new technologies. Once equipped with this
knowledge, they can identify potential use cases relevant to entrepreneurship.
These insights can then be referenced and shared with patrons, helping them
effectively integrate cutting-edge tools into their business strategies.

To effectively integrate new technologies, librarians are encouraged to engage
in systematic incremental and small but continuous experimentations with the
technology through two complementary frameworks: Need-Based
Experimentation (NBE) and Curiosity-Based Experimentation (CBE) (Gupta
and Gupta 2023a, 2023b). NBE focuses on identifying and addressing specific
challenges within the library, where librarians experiment with technology
solutions to resolve current issues and improve services. In contrast, CBE allows
librarians to explore new technologies out of sheer curiosity, driven by a desire
to learn and discover potential innovations, even if they don’t address immedi-
ate needs. Familiarity with technologies enables librarians to effectively address
library needs by identifying potential use cases for suitable technologies they’ve
previously experimented with. Through past experimentation, librarians gain
insights into the capabilities and limitations of different tools, allowing them to
match these technologies to specific challenges within the library.

AT applications are undeniably user-friendly, offering intuitive interfaces that
make them accessible to a wide range of users. However, the full potential of
these technologies lies in myriads of possible use cases they present. For
instance, Generative AI like Chat Generative Pre-Trained Transformer
(ChatGPT) produces useful content for the users based on their queries
expressed as prompts. However, there are plenty of possible use cases in libraries
for this technology, with some more valuable than the others. It is only through
systematic experimentation that libraries can uncover the most effective appli-
cations of Al, discovering both the scenarios where it enhances operations and
those where it may not be the best fit. This exploratory approach allows libraries
to maximize the benefits of Al while also identifying its limitations, ensuring
that the technology is applied where it can truly add value.

While AI presents opportunities to enhance library services (Ajani et al.
2022; Echedom and Okuonghae 2021; Winkler and Kiszl 2022), technologies
like ChatGPT also face limitations, such as inaccuracies, data protection
concerns, privacy risks, accessibility issues, biases, and ethical challenges
(Fui-Hoon Nah et al. 2023; Nehra and Bansode 2024; Panda, Bhatt, and
Satapathy 2024). These limitations may hinder librarians’ ability to experiment
with Al either due to resistance or the need for greater resource investment
and specialized expertise to carefully test and measure AI's outcomes. One
major issue discovered through discussions with librarians was their signifi-
cant concern over privacy issues and the potential risks associated with sharing



PUBLIC LIBRARY QUARTERLY 11

library-sensitive data (Gupta 2024a). Lo (2024b) emphasizes that library staff
have a foundational grasp of AI and acknowledge its potential advantages;
however, their readiness to implement such technologies is hindered by the
necessity for additional training and the development of ethical frameworks.
In a similar vein, Kaushal and Yadav (2022) discovered that while stakeholders
generally endorse Al tools such as chatbots, they approach these technologies
with caution, citing concerns about privacy and uncertainty regarding AI's
ability to handle complex tasks effectively.

There is a need for an Al experimentation policy that allows librarians to
freely experiment with Al technologies in areas where sensitive data is not
involved to identify potential use cases, while enforcing stricter controls for
experiments involving sensitive data. Sensitive Data refers to information that
must be protected due to its potential to cause harm or privacy violations if
disclosed without proper authorization. This includes personally identifiable
information (PII), financial details, and other data that, if exposed, could
jeopardize an individual’s privacy, security, or create negative impacts. For
instance, University of Edinburgh defines sensitive data as information that, if
disclosed, could cause harm to individuals, organizations, or the institution. It
includes personal, financial, or confidential data that requires protection due
to privacy, legal, or security concerns. The sensitivity of data is determined by
evaluating the potential impact on individuals or the organization if the
information were exposed, revealed, or lost, rather than by fixed categories."

Sensitive data in the context of libraries encompasses a broad range of
information that, if exposed or misused, could cause harm or violate privacy,
security, or legal standards. This includes patron information such as names,
contact details, borrowing records, and usage patterns, but also extends to
non-patron data, such as internal operational records, intellectual property,
unpublished research data, staff information, and institutional strategies.
Additionally, sensitive data may include details of library transactions, such
as payment information, interlibrary loan records, and digital resource access
data. When conducting experiments with Generative Al, mishandling any of
this sensitive data — whether related to patrons or internal operations — can
have significant implications, risking privacy breaches, data misuse, or damage
to institutional reputation.

This article draws on consulting experience with a library that adopted
ChatGPT through an incremental experimentation process. The library sys-
tematically explored potential use cases, identifying areas where the AI could
be effectively integrated, as well as situations that required more carefully
designed and rigorous experimentations. These experiments were carefully
confined to scenarios where the application did not necessitate sharing library
or patron data, ensuring both privacy and security throughout the evaluation
process. This article also outlines four strategies that librarians can use to
conduct experimentations with Al technologies, which are presented through
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a 2 x 2 matrix tool. This matrix helps librarians select an experimentation
strategy by guiding the process based on Library Task Frequency and Data
Sharing Necessity (sensitive data). The Al policy for fostering experimenta-
tions in the library is also provided.

Monitoring & Evaluation in libraries

Monitoring and Evaluation (M&E) is crucial for libraries conducting Al
experimentation, as it enables both formative and summative evaluations of
their efforts. Formative evaluations help libraries assess the early stages of Al
experimentation, learning from the evaluation insights to further improve the
ongoing experimentations. Summative evaluations, on the other hand, assess
the overall impact of AI experimentation, such as the long-term effects on
entrepreneurs supported by the libraries, based on the use cases implemented.
This process allows libraries to measure the effectiveness of their AI applica-
tions in business support, research services, and traditional patron services,
ensuring they are strengthening their services and meeting the needs of their
users. Through this process, libraries can determine which AI applications are
most effective, what are the possible use cases (or misuse cases) of the
technology, and what are the heights of the possible implementation.

Gupta (2024c) recommends integrating monitoring and evaluation (M&E)
with experimentation, as M&E allows for the assessment of experiment effec-
tiveness. This approach enables library managers to leverage past evaluation
results to enhance future experimental efforts. Poll and Payne (2006) recom-
mended employing outcome-based evaluations in libraries to demonstrate the
impact and value of their services. Literature does provide different methods to
conduct library impact and performance evaluation (Urquhart 2018; Yim,
Fellows, and Coward 2020). Libraries Build Business (LBB), an initiative by
the American Library Association (ALA) supported by Google.org, aimed to
enhance libraries’ efforts in promoting small business success within their
communities. ALA and 13 participating libraries collaborated with Cicero
Group, an impact consulting firm, to develop a monitoring and evaluation
(M&E) framework and guide libraries in implementing M&E activities. The
evaluation results indicated that these library initiatives were timely, relevant,
and had a significant positive impact on their communities (American Library
Association 2023). Public libraries also contribute to supporting the monitor-
ing and evaluation of programs aimed at achieving the SDGs by offering access
to essential information and resources (Aregbesolaa et al. 2024). This means
that the concept of M&E is not completely new to libraries, as it is well-
documented in the literature and many libraries have been conducting M&E
activities. The current focus is on demonstrating the impact of their initiatives
and further developing their skills in conducting M&E, as evident from ALA,
public library, and Cicero Group.
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Consulting project with library

In a recent consulting experience with one of the libraries, the objective of the
consulting project was to explore the practical applications of ChatGPT while
ensuring that no library or patron data was shared during the experimenta-
tion. The consultant (author of this paper) identified that there could be
multiple possible use cases of the technology for the reference librarians
offering support for the entrepreneurs. This, of course, depends on the range
of services offered to the patrons. Much of the librarian’s tasks could range
from high-frequency tasks (tasks that are undertaken repeatedly, for instance,
e-mail drafting, program course designing, teaching guides, reference guide
about how to open the business etc) to less-frequency tasks (for instance,
customized reference support for the unique business need). Additionally,
libraries do hold sensitive information, for instance, patrons’ personal infor-
mation, which cannot be shared with the AI applications (as well as with third
parties, for instance, with consultants). The experimentation with the technol-
ogy requires librarians to have continuous interactions with it and identify
possible use cases of the technology. These use cases are then presented to the
management for possible approval and implementation across the library.
Owing to differences in library task frequency and data sharing involved, the
libraries require different experimentation strategies namely, Proactive opti-
misations, Controlled Experimentations, Opportunistic Experimentation, and
Conservative Approach. The consulting project resulted in a comprehensive
framework, Al experimentation strategy, and controlled experimentation pro-
tocols, offering clear direction for the ethical exploration of AI technologies
within the library setting.

Framework for conducting Al experimentations: based on consulting
project

To experiment with Al technologies, the librarian must first consult the
organization’s data classification policy (or existing classifications in
place) to identify which data is classified as sensitive and which one is
not. Based on this classification, the librarian can then select an appro-
priate experimentation strategy from the provided 2 x2 framework,
depending on the frequency of the library task. The framework provides
librarians with four strategies for conducting the AI experimentation to
find possible use cases, based on two factors, namely, Library Task
Frequency and Data Sharing Necessity (sensitive data only). This frame-
work helps librarians determine appropriate strategies for experimenting
with Al tools, balancing innovation with data protection. This frame-
work helps librarians to start with highly frequent Library Tasks having
no data sharing needs. Then, as librarians have gained good experience
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with the technology, the experimentation can continue with highly
frequent Library Tasks with the need to share data but in a controlled
manner. The adoption of the technology for the possible use cases
identified will provide greater value to the libraries. Thereafter, the
experimentations can proceed with less frequent Library Tasks with no
data sharing requirements if there are opportunities that provides
greater business value and finally with those with need for data sharing
(if really required).

Library Task Frequency refers to how often a particular task is carried
out within the library’s operations. High-Frequency Tasks are those per-
formed regularly and consistently as part of library operations for the
entrepreneurs. This could involve reference services like how to start
a business, teaching guides for courses like systematic literature reviews,
and developing business support program invitations and schedules (with-
out sharing personal information). Since these tasks occur often, there is
a significant opportunity to leverage AI tools as the librarian is very
familiar with the tasks, required improvements, and hence the ability to
evaluate the value worth of the technology under experimentation. Low-
Frequency Tasks, on contrary, are those that are performed less regularly or
sporadically. This could involve customized reference services to meet
unique business need. Due to their infrequent nature, these tasks may not
justify constant experimentation but can benefit from targeted exploration
when specific opportunities arise. For instance, developing specialized con-
tent for exporting in times of pandemic, which could be useful for entre-
preneur community.

Data Sharing Necessity pertains to the extent to which tasks involve hand-
ling or sharing library of their patron-sensitive information with the Al
technology under experimentation. Sharing data with ChatGPT can lead to
it being used for training the model, potentially exposing sensitive informa-
tion. This raises privacy concerns, as sensitive data could be inadvertently
retained or analyzed, impacting confidentiality. For instance, no sensitive Data
Sharing is required to use ChatGPT for improving teaching guides for per-
forming systematic literature survey for the entrepreneurs. Additionally, sen-
sitive data sharing will be required to experiment with the ChatGPT for
customized reference services for unique business context or internal library
reports. In some organizations, the data is classified into various categories, for
instance, Harvard University classifies data as DSL1 (Publicly accessible and
unrestricted data), DSL2 (Unpublished nonsensitive research data), DSL3
(sensitive data), DSL4 (sensitive data), and DSL5 (sensitive data) (Harvard
University 2024). If this classification already exists in the organization, the
librarian can determine which data is classified as sensitive and which is not, in
accordance with the organization’s policies. Figure 1 shows the four experi-
mentation strategies.
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Figure 1. Al experimentation strategies framework matrix.

Proactive optimizations

This strategy focuses on continuous experimentation and improvement for
high-frequency library tasks that involve no sensitive data sharing with the AI
applications. Since these tasks are performed regularly and do not require
handling sensitive information, there is ample opportunity for iterative
enhancements and optimization of librarian tasks using AI tools. For instance,
in the consulting project, the librarian interacted with the ChatGPT by pro-
viding different prompts. After successive promptings, the librarian based on
the technology ability to generate convincing text decided to experiment with
it to improve the Teaching Guides for performing the systematic Literature
Reviews. Librarian was teaching this course to student entrepreneurs from
past many semesters and already have good experience with it.

The experimentation with the ChatGPT further allowed the librarian to add
more simple examples (especially for new entrepreneurs) to existing guide, as
well improving existing text. For instance, the market research guide pre-
viously included complex terminologies and assumptions about the prior
knowledge of entrepreneurs, making it harder for new entrepreneurs to
understand. Some sections used terms like “demographic segmentation” and
“qualitative data triangulation” without adequate explanation, which could be
intimidating, especially for entrepreneurs from engineering backgrounds or
those without marketing expertise. With the help of ChatGPT, the librarian
rewrote this section in clearer, more accessible language, such as explaining
“demographic segmentation” as “figuring out who your customers are based
on their age, location, or interests”. The updated guide also included step-by-
step examples to make the process actionable, such as suggesting, “If you're
opening a bakery, think about whether your primary customers might be
families, students, or local businesses”. Practical advice was added, like



16 V. GUPTA

running a quick poll on social media to test ideas or visiting competitor
websites and social media profiles to identify gaps in the market. These
changes transformed the guide into a more approachable and practical
resource, enabling new entrepreneurs to tackle market research with
confidence.

The reference librarian also explored integrating ChatGPT into research by
creating a comprehensive guide on its use, specifically tailored to assist
researchers in leveraging Al effectively. This guide included instructions on
how to incorporate ChatGPT into various stages of the research process, such
as conceptualisation, literature reviews, data analysis, drafting, and editting
draft, while adhering to ethical and professional standards. Additionally, the
guide provided clear steps for documenting and reporting Al contributions in
research outputs, aligning with current policies of journal publishers. A
customized version of the research guide was created for entrepreneurs inter-
ested in conducting research and finding solutions to their business problems
using bibliographic databases, tailored to the stages conceptualized in Gupta
and Gupta (2024). In the experimentation, no sensitive information was
involved, and the revised guides were provided to patrons and made available
for library members online.

Controlled experimentations

The consulting project does not involve accessing and sharing sensitive infor-
mation with the technology. There are lot of librarian business support tasks
that require sharing sensitive data with the technology. This aspect is one of
the reasons why librarians hesitate to experiment with the technology as they
don’t want to share sensitive information with the technology. Additionally,
lot of permissions will be required from the management to conduct these
experimentations. This strategy involves carefully managed experimentation
for high-frequency tasks that handle sensitive data. The focus is on ensuring
that any experimentation is conducted with stringent data protection mea-
sures to maintain privacy and compliance.

In the consulting project, the reference librarian opted not to experiment
with the new technology due to existing data regulations and lack of Al
experimentation policies especially involving sensitive data. However, discus-
sions were held about potential tasks that could benefit from AI integration
with the librarian. The librarian noted that they frequently receive online
reference queries, such as patrons requesting updated market research reports.
One idea proposed was integrating ChatGPT with the library’s online system
to enhance service efficiency. In this scenario, ChatGPT could access patron
information, such as the last report shared, and then retrieve the updated
market research report from relevant databases, automatically delivering it to
the patron. This would streamline the process and ensure patrons receive
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Table 2. Controlled Al experimentation protocol (as per Al experimentation policy).

After identifying that sensitive data needs to be shared with the Al technology (based on the organization’s data
classification policy) for a highly frequent library task, the librarian should follow these steps to seek
management approval and conduct experimentation in strict accordance with approval conditions.

(1) Review Privacy and Contractual Documents: Examine the technology’s privacy policy and contractual
documents to understand data processing, Al model training, data ownership, and retention practices. This
will help the librarian to consider only those technologies for experimentation that has lowest risks
associated with retaining shared data, for using it for training its Al models, and sharing with third parties.
Manage Experimentation Data: If technology does not use sensitive data for training and does not retain
information, decide on using synthetic or anonymized data, and assess the need for patron consent. The
decision should only pertain to experimentation and not adoption of the technology. For instance, librarian
would like to experiment with the Al technologies for automating the customer requests for updated
market research reports, for which sensitive data will be required. In this case, librarian can use synthetic
data that mirrors the characteristics of actual data or anonymized data (that does not represent the real
patron). During real implementation, patron consent will be necessary. Although current experimentation
may be preliminary, it provides valuable insights and experience that can support future experimentation
and potential adoption of Al technologies.

(3) Seek Management Approval: Use the Controlled Al Experimentation approval form (Table 2) and submit
it to management for approval, including details on data characterises, data protection measures, consent
requirements, experimentation objectives, indicators, and risk assessment.

(4) Conduct Experimentation: Execute the experiment under the approved conditions, adhering to all data
handling and privacy protocols. Use the controlled environment, for instance Al sandbox if provided by the
IT team.

(5) Report Results: Document and report the results of the experimentation to management, highlighting
how sensitive data was managed, outcome of the experimentations, and any implications for future
adoption. Use the section 9 to 11 of Table 3 to report the findings.

(6) Share the result: Report on library knowledge platforms to provide insights and valuable information to
other librarians for their reference and future experimentation.

S

timely and relevant information, with little efforts on the part of the reference
librarians.

The proposed Al experimentation policy is tabulated in Table 1. Aligned
with the policy, the recommended procedure to conduct controlled experi-
mentations in the library and the necessary documentation is tabulated in
Table 2 (Controlled experimentation protocol) and Table 3 (Controlled experi-
mentation request form). The idea is that the librarian must review the
technology’s privacy policy and other contracts with the support of legal
teams, to understand data handling, retention, and AI model training pro-
cesses. The analysis will then help librarians determine whether it is worth-
while to proceed to the next stage of seeking management approval for
experimentation, considering the existing privacy regulations in place. The
analysis can also help the librarian to come across alternative technologies or
technology provider products that best align with library data regulations. For
example, during the consulting meeting, the librarian mentioned that, based
on a conversation with her legal expert friend, she learned about other
ChatGPT variants that do not use user content for AI model training, such
as ChatGPT for enterprise or alternative solutions like using OpenAI APIs.

If the decision is to move to the next stage, a detailed proposal is submitted
for management approval (Table 2), ensuring anonymized data use where
possible, and inhouse Al sandbox environments (if available) are used. For
instance, Harvard University uses Al Sandbox environment to allow its
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Table 3. Controlled Al experimentation approval and reporting form.

This form is to be filled and submitted to the library management through the manager for necessary approvals
for conducting the controlled experimentation with sensitive data. Please fill sections 1 to 7 for the approval,
and 9 to 11 for reporting the experimentation results.

(1) Basic Information
Librarian Name:
Department:
Date:
(2) Technology Details
Al Technology Name:
Provider:
Version:
Brief Description (What does the Al tool do, and how will it be used?)
(3) Data Classification
Type of Sensitive Data Involved: (e.g., personal information, proprietary data)
Data Classification Status: (as per organisation classification)
Details of the data (what data will be used)
(4) Privacy and Contractual Review
Privacy Policy Review: (Yes/No)
Contractual Documents Reviewed: (Yes/No)
Key Findings: (e.g., data retention practices, data usage for Al model training, ownership of inputs and
outputs, data shared with third parties)
(5) Experimentation Data Management
Type of Data to be used for Experimentation: (e.g., synthetic data, anonymized data)
Is Patron Consent Required for experimentation? (Yes/No)
Details on Data Management: (e.g., methods used for anonymization, data handling procedures)
(6) Experimentation Plan
Objectives of Experimentation:
Key Indicators for Success:
(7) Risk and Compliance Summary
Key Risks Identified (if any) and probability of occurrence (1 to 5; 5 means highest):
Data Breach: Risk of unauthorized access to sensitive data.
Privacy Violations: Potential misuse of personal information if not properly anonymized.
Data Retention Issues: Data stored longer than necessary, increasing vulnerability.
Inaccurate Al Outputs: Risk of the Al generating misleading or incorrect information based on
sensitive data.
Others (if any)
(The library will focus on technologies that does not retain the shared data, does not use it for training its
Al models, and does not allow sharing with third parties. However, depending on the data handling
procedures as reported by the librarians, exceptions can be made).
(8) Management Approval
Approval Status: (Approved/Denied)
Conditions for Approval:
Date of approval:
(9) Implementation Details
Controlled Environment Used: (e.g., Al sandbox)
Experiment Start Date:
Experiment End Date:
Details of experimentation (prompts used, data shared with Al tool, outcomes, reccommendations, and
lessons learned, others)
(10) Reporting
Report Submission Date:
Results Summary (with interaction screenshots):
Implications for Future Adoption:
(11) Other Relevant Information:
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faculties to experiment with Large Language Models (LLM) in their
classrooms.” After experimentation, the librarians can share the outcomes
with management to guide further adoption decisions and foster further
experimentations. For experiments that do not involve sensitive data, the
librarian has full discretion to proceed with the experiments, share the results
with management, and make adoption decisions accordingly.

Opportunistic experimentation

This strategy emphasizes experimentation for low-frequency library tasks with
low data sensitivity when a specific opportunity or need arises. The focus is on
targeted experimentation when needs or opportunities for improvement
become evident. Analyzing the library business support services, there are
some tasks that are less frequent and do not involve sharing sensitive informa-
tion. The librarian can experiment with the technology for the less frequent
task, adapt the technology results as per information obtained from other
sources, and improve the further interactions accordingly.

In the consulting project, reference librarian recalled how during the pan-
demic, one of the startups approached the library to seek instruction material
for exporting to foreign countries in pandemic situations, especially under-
standing how to analyze multiple countries in fluctuating market conditions.
The librarian used ChatGPT to create and improve the instruction guide they
have since pandemic. This strategy implies that librarians can experiment with
the technology for less frequent use cases as when there is a need or the
opportunity to tap. There could be plenty of less frequent use cases (known
or unknown to the librarians) that could accept delays in technology adoptions.

Conservative approach

This strategy involves avoiding or minimizing experimentation with low-
frequency library tasks that handle high data sensitivity. Having experimented
with the other tasks, delaying adoption technology for these tasks will help
libraries avoiding investing in experimentations on less frequent tasks and
avoid taking unnecessary risks associated with handling sensitive information.
One example could be, Customized Reference Services for Unique Business
Problems. This could involve providing highly tailored research and reference
services for specific business problems, which involve detailed and sensitive
information and should be approached conservatively. It is better to conduct
this task using traditional methods (manually or using technologies that don’t
require data sharing) until and unless it is unavoidable.

Details of experimentations and their outcomes, regardless of the experi-
mentation strategy employed, must be meticulously documented and shared
with both library management and on the library’s knowledge-sharing
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platform. This documentation is crucial because experimentation reports will
play a vital role in both formative and summative evaluations. This process can
then be conducted by the librarian (with necessary evaluation skills), dedicated
department for monitoring and evaluation (M&E), or by third-party specia-
lists in M&E. This approach will ensure that the insights gained from experi-
ments are systematically evaluated and used to inform future practices. These
evaluations will help to ensure that experimentations are conducted effec-
tively, with lessons learned being applied to future initiatives. The experimen-
tations together help assess how well the AT policy is functioning and whether
the experiments are contributing to the library’s transformation and customer
service improvement objectives (and others). This ensures that Al technolo-
gies are integrated in ways that not only align with the library’s goals and
regulatory requirements but also keep the library in step with ongoing innova-
tions in the technological landscape.

Al experimentation policy

The consulting project resulted in the formulation of an AI Experimentation
Policy that outlines the guidelines and principles for conducting AI technol-
ogy-related experiments. This policy is designed to encourage ongoing experi-
mentation while ensuring that all activities are carried out responsibly,
ethically, and in compliance with existing regulations. Table 1 provides
a detailed overview of the recommended AI experimentation strategies.

The Controlled Experimentation Protocol provides librarians with specitfic
instructions on how to proceed with experiments involving sensitive data. It
requires librarians to first consult the organization’s data classification policy
to identify sensitive data. Based on this classification, they choose an appro-
priate strategy from the provided framework. In case the data is classified as
sensitive, the protocol involves reviewing the technology’s privacy policy, and
other contractual documents, to understand how sensitive data is processed,
how Al model is trained, ownership of inputs and outputs, and how long data
is retained by the technology. This allows librarians to determine if the
technology can be used for experiments involving sensitive data, such as
verifying whether the technology uses shared data for training its model. If
the technology does not use sensitive data for training and does not retain
information, librarians should identify how to manage experimentation data,
such as using synthetic data that mirrors the characteristics of actual data or
anonymized data and determine if obtaining consent from patrons is neces-
sary. If decision is to go for the next step, the librarian needs to prepare
a detailed proposal for management, conducting experiments under approval,
and determine if obtaining consent from patrons is necessary. Results are then
reported to management for informed adoption decisions. Table 2 shows the
controlled Al experimentation protocol as suggested to the library.
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AT Experimentation approval form is to request approval for experimenting
with AI technologies that involves sharing sensitive data with these technol-
ogies, ensuring that sensitive data is protected according to existing data
regulations and library policies in place. Table 3 gives the format of the form
as recommended to the library at the end of the consulting project. The same
form can also be used to report the experimentation outcomes.

Al experimentation policy implementation

The policy proposed in this article enables librarians to experiment with Al
technologies while aligning with ethical standards and data regulations, shar-
ing their outcomes to support monitoring and evaluation (M&E), and driving
further innovations in subsequent experiments. An Al experimentation policy
is essential because, through the discussions with library staff of many
libraries, it became clear that while there is enthusiasm to experiment with
AT technologies, the limitations - particularly around data sensitivity — often
demotivate them from proceeding. This challenge fostered the motivation to
design the framework that focuses on leveraging Al for tasks that are fre-
quently conducted and involve little or no sensitive data. By prioritizing these
activities, libraries can introduce AI in a controlled manner, ensuring
a smoother digital transformation. The policy also includes provisions that
allow librarians to experiment with sensitive data, once they are confident in
their understanding and handling of the technology. Less frequently accessed
tasks can be explored at a later stage, once librarians have gained more
experience and identified clear use cases for these tasks.

To implement an Al experimentation framework in a library, it is recom-
mended to follow a structured approach. For any experimentation, librarians
should start by assessing the library’s frequent tasks and data sensitivity needs.
Utilize the AI experimentation strategy matrix to categorize these tasks and
determine the appropriate strategy. For tasks that are frequent and involve no
sensitive data, adopt the Proactive Optimization strategy, allowing for broader
experimentation with AI technologies to explore potential benefits and effi-
ciencies as well as to identify the possible use cases. The experimentation can
also be conducted with the frequent library tasks with sensitive data sharing
requirements. For this, apply the Controlled Experimentation strategy, ensur-
ing compliance with the Controlled Experimentation protocol. Based on the
circumstances, librarians can adopt the Opportunistic Experimentation strat-
egy for areas where data sensitivity is low, but experimentation opportunities
are sporadic, leveraging these chances to innovate when they arise. Conversely,
use the Conservative Approach in rare cases.

Additionally, it is essential to establish robust institutional arrangements
and support systems. Begin by setting up a collaborative framework involving
the legal and IT teams to ensure compliance with data protection regulations



24 V. GUPTA

and to facilitate technical support for AI technologies. Create a knowledge-
sharing platform, such as a dedicated space on the intranet or a shared drive, to
document and disseminate experimentation results and insights.

Provide librarians with training on identifying data sensitivity, completing
necessary permission forms, and documenting experimentation outcomes
comprehensively. This training should equip them with the skills to ensure
that reports not only detail the experimentation process but also allow man-
agement to evaluate both individual experiments and overall performance.

Develop a joint indicator framework to create coherence between experi-
mentation success metrics and monitoring and evaluation (M&E) objectives.
This framework will guide the assessment of AI experiments, promoting
transparency and accountability. Foster a culture that values the sharing of
both successful and unsuccessful experimentation outcomes, encouraging
librarians to learn from each other’s experiences and reflections. By promoting
this culture of openness and continuous learning, libraries can drive innova-
tion while maintaining rigorous standards for data privacy and ethical AI use.
The proposed Al experimentation policy aims to create an environment of
open innovation by encouraging collaborative knowledge exchanges and the
ethical self-exploration of emerging technologies within existing regulations. It
promotes flexibility and adaptability, driven by peer learning and collaborative
experimentation, all grounded in real-world, practical experiences with tech-
nologies used in ongoing librarian activities. This approach fosters Al res-
killing among librarians, as reskilling is reported to be driven by continuous
learning, adaptability, collaborative exploration, and a hands-on, practical
approach (Lo 2024a).

The proposed framework provides a structured approach to Al experimen-
tation in libraries, but its successful implementation depends heavily on the
knowledge and confidence of library directors and staff. Many library profes-
sionals may require further familiarity with critical concepts such as data
sensitivity. This includes recognizing whether data is sensitive, converting
real data into synthetic data (which requires understanding the sensitive
elements of the data) and understanding the implications of sharing informa-
tion with commercial large language model (LLM) service providers.
Addressing these challenges is essential to ensure the framework’s practical
applicability across diverse library environments.

To bridge these knowledge gaps, it is crucial to provide foundational
training on data handling and its implications. For example, synthetic data -
artificially generated data that retains the statistical properties of real data —
can be used as a substitute for sensitive information during experimentation.
Unlike real data, synthetic data mitigates privacy risks, as it does not expose
real user information to Al systems. Additionally, sharing data with commer-
cial LLM service providers can introduce risks such as unauthorized data
retention, model training on shared inputs, or noncompliance with privacy
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regulations. Libraries must carefully evaluate these risks by thoroughly review-
ing the AI tool’s privacy policies and terms of use, focusing on data retention
practices, data ownership, and third-party sharing. To assist libraries in this
process, training programs are essential.

Most universities already have data classification policies in place, which
provide necessary information about sensitive data and its usage protocols.
These universities also have specialized departments that offer advice on legal
and data-related issues. Since these resources are already available, imparting
training on data privacy and security should not be a major challenge. For
example, the legal department could create a checklist covering key aspects to
review in technology usage policies, such as: “Does the Al tool explicitly state
that it does not retain user data for model training?” Another checklist could
be provided to help staff classify data as sensitive or insensitive under the
university’s data classification policy.

To empower library professionals further, it is important to integrate
capacity-building initiatives into the implementation of Al experimentation
strategies. Libraries can organize training sessions focused on data privacy,
ethical Al practices, and risk assessment. Collaborating with academic institu-
tions or technology providers can enhance these efforts, offering access to
additional expertise and technical support. Furthermore, establishing knowl-
edge-sharing platforms within libraries, such as intranet spaces or shared
drives, can allow staff to exchange insights, experimentation outcomes, and
best practices. These platforms could also be useful for identifying sensitive
data and understanding technology data retention or training policies.

Finally, while the current paper introduces a robust framework, the impor-
tance of foundational data literacy deserves further exploration. A future study
could focus on creating a comprehensive primer for library professionals,
detailing the types of data libraries collect, the implications of data sharing,
and the ethical considerations of using Al technologies. This primer could
complement the current framework by equipping librarians with the essential
knowledge required to navigate the complexities of Al experimentation con-
fidently. By addressing these knowledge gaps and proposing practical solu-
tions, this paper aims to ensure that the framework is accessible and actionable
for all library professionals, enabling responsible and effective Al experimen-
tation in diverse library settings.

Concluding remarks and recommendation

In conclusion, the framework outlined in this paper provides librarians with
a practical approach to experimenting with Al technologies while maintaining
a strong focus on data privacy and compliance. By categorizing library tasks
based on their frequency and the necessity for data sharing, librarians can
choose the most appropriate experimentation strategy, whether it involves
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frequent experimentations or more controlled, data-sensitive experiments.
The library’s data classification system will aid in assessing the sensitivity of
data used in AI experiments, while the librarian’s experience in supporting
businesses can help identify frequent library tasks that could benefit most from
Al experimentation. Integrating Al technologies into these frequent tasks,
where no sensitive data sharing is required, is likely to deliver significant
business value. Experimentation can also be conducted on library tasks that
require sensitive data sharing with the technology, albeit under strict data
regulations. As an outcome of the consulting project, a proposed Al experi-
mentation policy outlines strategies for handling sensitive data during these
experiments. Librarians have full flexibility to experiment when no sensitive
data is involved, but for tasks involving sensitive data, they must adhere to the
library’s protocols for controlled experimentation. For experiments involving
sensitive data, libraries need to collaborate with legal experts to help librarians
understand legal contracts, such as technology privacy policies, and with
technical experts to get an access to the necessary technical environment,
such as Al sandboxes, for conducting these experiments. Finally, since experi-
mentation reports are essential for both formative and summative evaluations,
libraries must either train librarians in these skills, establish a dedicated
department for monitoring and evaluation (M&E), or engage third-party
specialists in M&E to handle this aspect. The successful implementation of
Al experimentation in libraries requires that librarians understand how to
handle sensitive data, use synthetic data, and assess the risks of sharing
information with commercial Al providers. By providing targeted training,
practical tools, and promoting collaboration, libraries can ensure responsible
and effective Al usage.

Notes

1. https://infosec.ed.ac.uk/how-to-protect/encrypting/use-cases/short-definition-of-
sensitive-data.

2. https://harvard.service-now.com/ithelp?id=kb_article&sys_id=
ca9dd14447£07950566¢f147536d433b.
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